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Abstract

The beroNet technical training consists mainly of a practical part where you
use the Starter Pack to setup a test scenario. The test scenario helps you to
understand how the configuration of beroFix works and how you can trouble
shoot your beroFix.

The test scenario is a setup with two beroFixes which you interconnect via
ISDN. One of these devices (the card) is the PBX beroFix, the other one is the
PSTN Simulator. You will also need two analog phones to create some inbound
and outbound test calls.

This document gives you a step by step tutorial for the practical part, so that
you can pass the partner approval quickly. At the beginning you will be
introduced to the Starter Packs hardware. You will learn how to install modules
on a beroFix and how the basic configuration of beroFix works. Then we will go
deeper into the configuration of beroFix and understand how the PSTN and SIP
settings are configured and how the routing works. This tutorial describes the
configuration of a very common scenario which includes a SIP PBX, an ISDN
PSTN Trunk and a local fax machine connected directly to beroFix' FXS port. At
the end you will see how to use beroFix' troubleshooting tools and finally how
to bring beroFix into the beroCloud.

The final goal is to pass our partner approval, which requires a backup of the
beroFix configuration in the beroCloud and a set of traces of some test calls.
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1 Hardware

1.1 Contents of Starter Pack

The Starter Pack arrives with three packages, containing:

1. One beroFix Box
2. One beroFix PCI/PCle card
3. A set of modules



The beroFix Box contains the gateway itself and the Power Supply. The
Gateway contains no modules, these are shipped separately.



The beroFix Gateway Card is either a PCI or PCle card, according to order
placed by the partner, who has also the option to order a second box instead of
a card, in which case this package would contain a beroFix Box.

The card is not equipped with modules, these are shipped separately.



The third package contains the set of modules. It contains different modules
depending on the order, but the minimum set of modules is:

1. Hybrid Modules (2BRI+2FXS)
2. 4 BRI Module
3. 4FXS Module

It also contains a beroFix bridge, a set of cables and a set of T-Adapters.



1.2 How to add Modules

beroFix has two module slots. You can use any module in any of these slots. To
equip the beroFix Box with modules, it needs to be opened. Then you will see
that the gateway contains a beroFix card as motherboard. In this test scenario
we use the Hybrid Module for the PBX beroFix and the 4BRI Module + 4FXS
Module for the PSTN Simulator.

1.2.1 Open the Gateway

To open the box, just unscrew the four screws at the front side of the gateway
and slide out the top like in the following picture.
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Now you can see, that the beroFix Box contains a PCI or PCle card as
motherboard. This card is slightly different compared to the “normal” PCl /PCle
cards, so you can't use it as a PCI/PCle card.

From here on, the box can be equipped with beroFix modules like the PCI/PCle
variant.

1.2.2 Add Modules

For our test scenario, we want the PSTN Simulator (left, the box) to contain one
4BRI Module and one 4FXS Module. The PBX beroFix (right, the card) contains
one Hybrid Module and the beroFix Bridge..



The fully equipped PSTN simulator box can be seen above.



You might wonder, how you can access all eight Ports of the two modules. We
have only four RJ45 Connectors in the front side, but eight module ports.

The first Module uses the first two RJ45 ports (ports 1 and 2), the second
module uses the last 2 ports (ports 3 and 4). You can now use our BNT-Adapter
to access all eight Ports. If you want to access the ISDN ports 1 and 2 with a T-
Adapter, you should plug the adapter into the first RJ45-port as shown in the
following picture.

Abbildung 1: BNTAdapter Usage

The PBX beroFix has only one 4-Port module (the hybrid module), which means
you can use the BNBridge on the second line interface.

The BNBridge makes it possible to access all four ports of the module on all
four RJ45 connectors.
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Above you can see how the PBX beroFix is equipped with the hybrid module
and the BNBridge.



2 Test Scenario

The test scenario consists of two beroFix devices which are interconnected via
ISDN.

2.1 PSTN Simulator

The first beroFix is the box and is called the PSTN simulator. This means, it
must have an ISDN NT port, like the public ISDN carrier provides. It has also an
analog FXS port connected to an analog phone. This phone simulates a
participant of the telephone network and can be used to generate and receive
calls.

2.2 PBX beroFix

The second device (card) is the PBX beroFix. It has to be connected to the PSTN
simulator and should register with the SIP PBX. The card should also be
connected to an analog phone, which simulates a local connected fax machine.

2.3 Setup

The connection of all devices and cables can be seen above. Make sure to use
the beroNet T-Adapter on the PSTN simulator. You can see that port 1a of the
PSTN simulator is connected to port 1 of the PBX beroFix. Port 3 of the PSTN
simulator is connected to an analog phone. Port 3 of the PBX beroFix is also
connected with an analog phone.



When you install the beroFix card into a computer, the setup should look like
this.

Make sure to connect a 12V power supply cable from your computer to the
beroFix card, it is necessary to power the analog ports.



3 beroFix Basic Setup

After the hardware setup, you need to configure the two berofix devices. The
first step is to setup networking so that you can access the beroFix GUI.

The beroFix card (PBX device) appears as a network interface card. If you
install that card into your computer, it will show up as a second network
adapter (Linux: ethl, Windows: Lan Connection 2). To simplify the
configuration, you should configure a network bridge where the card and the
main network interface are part of.
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Linux iface lo inet loopback

auto br0

iface brO inet static
address 10.0.0.3
netmask 255.0.0.0
gateway 10.0.0.1
bridge ports ethO eth1

3.1 Network Setup (bfdetect)

The next step is to assign both beroFix Devices an IP address of your local
network. By default beroFix has the IP address 10.0.0.2, so both devices will
have the same IP address.



You can use the bfdetect tool which can be downloaded at:

http://www.beronet.com/downloads/berofix/tools/bfdetect.tar.gz (linux)

http://www.beronet.com/downloads/berofix/tools/bfdetect win x86.zip

(windows), to find all beroFix devices in your network and to modify their IP
configuration. bfdetect is a command line tool. It will list all beroFix devices and
gives you options for modifying their network configuration. A sample session

can be seen below:

0D O @ crich@gollumng: ~/bfdetect
Datei Bearbeiten Ansicht Terminal Hilfe

crich@gollumng:~/bfdetect$ ./bfdetect
Scanning network for bero*fix devices...
[1] mac:D8:DF:0D:00:05:A4 ip:18.0.0.2

[2] mac:D8:DF:8D:00:06:60 ip:172.20.29.101

Select a device: 1

Configuration of selected device:
mac: D8:DF:0D:00:85:A4
ip: 10.0.8.2
netmask: 255.08.8.60
gateway: 10.8.0.1
dhcp: no
mtu: 1580
nameserver: 172.28.8.1

[i] change ip

[n] change netmask
[g] change gateway
[d] switch dhcp on
[t] change mtu

[m] change nameserver
[s] save and quit

[q] quit

What would you like to do? i

ip address: 172.208.29.182
What would you like to do?

netmask: 255.255.8.0
What would you like to do?

gateway: 172.20.0.1
What would you like to do? m

nameserver [or "none"]: 172.20.0.1
What would you like to do? s
Configuration saved!
crich@gollumng:~/bfdetects ||

First bfdetect displays two beroFixes. You press “1” to modify the first device.

Then you press “i” to change the IP, then
change the gateway and
to save and quit.

“m” to change the nameserver. Finally you press “s

“n” to change the netmask, “g” to

a n

In our case we use the IP 172.20.29.102 for the PBX device and 172.20.29.101

for the PSTN simulator.


http://www.beronet.com/downloads/berofix/tools/bfdetect.tar.gz
http://www.beronet.com/downloads/berofix/tools/bfdetect_win_x86.zip

3.2 GUI Overview

After the network settings have been configured, you can open the beroFix GUI
with a browser by using its IP address as URL.

The default login credentials are:
Username=admin
Password=admin

[
bero*fix

User: admin
Password: .
Login

beroNet s

Change these settings in security sensible locations.



The first page shown after login is the 'State' screen of your beroFix. If you log
in for the first time, you will also see a gray button labeled 'Easy Configuration

Wizard' and a red button labeled 'Activate’.

*fix

Languages: Si= Il

STATE

[ Easy Configuration Wizard |

Registration status:

Account name Registrar | User

Status

System log
T B . B .
[Wed Dec 31 17:15:02 MST 1969] DAEMON: service beroAvahi is not running
[Wed Dec 31 17:15:02 MST 1969] DAEMON: service watchdog-service is running
Wed Dec 31 17:15:02 MST 1969] DAEMON: service netconfigserver is running

[Wed Dec 31 17:15:13 MST 1968] NETWORK: result of ping to gateway (172.20.0.1): Failure

Wed Dec 31 17:15:23 MST 1969] NETWORK: result of ping to nameserver (172.20.0.1): Failure

[Wed Dec 31 17:16:23 MST 1969] NETWORK: result of resolving beronet.com: Failure

[Wed Dec 31 17:16:33 MST 1969] NETWORK: result of ping to beronet.com: Success

Wed Dec 31 17:16:34 MST 1969] MAIL: POP3 host, user and/or password empty, not testing POP3 functionality.
Wed Dec 31 17:16:35 MST 1969] MAIL: SMTP haost, user andfor password empty, not testing SMTP functionality.
Wed Dec 31 17:16:35 MST 1969] SIP: LISTING REGISTRATIONS

[Wed Dec 31 17:16:38 MST 1969] PORT: LISTING ISDN STATE

[Wed Dec 31 17:16:38 MST 1969] PORT: LISTING ANALOG STATE

Wed Dec 31 17:16:38 MST 1969] PORT: LISTING GSM STATE

[Wed Dec 31 17:15:03 MST 1969] NETWORK: Configuration IP: 172.20.29.102/255.255.0.0 GW: 172.20.0.1 DNS: 172.20.0.1

beroNet i

You can always go back to this state by performing a factory reset, using

“Management->Reboot/Reset->Factory Reset”.

The beroFix GUI consists of a main menu bar which is above the Workspace. It

is grouped into the options “Dialplan”,”SIP”, “PSTN",

“Hardware”,”Preferences”, “Management” and “Logout”.

Each option has a sub menu, which appears when the cursor hovers over the
option. We start by configuring the PSTN simulator box first and then we
configure the PBX device. To find out which device you are currently working
on, you can go to 'Management->Info', it shows you the firmware state, the

serial number and the installed modules.



4 PSTN Simulator Configuration

The PSTN Simulator has a 4BRI Module and a 4FXS module. Since port 1 is
connected with port 1 of the PBX beroFix, it must be set into NT mode. beroFix
works always with port groups, which means we need to put the ISDN port and
the analog port into groups.

There are five things to configure:
Set port 1 into NT mode
Put ISDN port 1 into a group
Put analog port 1 into a group
Configure a dialplan rule from Analog to ISDN
Configure a dialplan rule from ISDN to Analog

4.1 Hardware Setup

First of all we need to configure the hardware settings. Go to “Hardware” in the
main menu. There you will see options for both line interfaces. There is also the
“Graphical representation of the port assignment” which helps you to
understand which port is on which RJ45 or on which port of the BNT-Adapters.

Here you need to modify the type setting of port 1 of the bf4S0 line interface,
set it into NT mode.

p

*f,‘x Languages: Sj

HARDWARE

[ Easy Configuration Wizard |

3 Graphical representation of the port assignment

Card Type: bfasS0 Line Inferface: 0 Master: master | Synchronization port: 1 =|

Port: 1 Port type: BRI Type: nt 5] Protocol: PTP 7| Termination: &
Port: 2 Port type: BRI Type: nt [#] Protocol: PTP 7| Termination: &
Port: 3 Port type: ERI Type: te [5] Protocol: PTP 5| Termination: &

]

Card Type: bfdFXS Line Inferface: 1 Master: seave ||

Port: 1 Port type: FXS
Port: 2 Port type: FXS
Port: 3 Port type: FXS
Port: 4 Port type: FXS

‘ Ring Voltage: s9v =| |

‘ PCM Master bridging: PCM Master port: 54320 |

Save

37

‘ Port: 4 Port type: ERI Type: te [ Protocol: PTP | Termination:

Then click on save.



Normally, if you modify something in the beroFix GUI, the setting is only stored,
and you need to activate it with the activate button. The red activate button
means a reboot (so calls get dropped). There is also an orange button, which
also drops calls but is faster than the reboot. The yellow activate button can
always be used without loosing running calls.

But you can also make a set of configuration at once and than activate it at
later times.

4.2 PSTN Group Setup

The next step is to configure an ISDN Group. Got to PSTN->ISDN and click on
“add”, make sure you allow pop-ups for beroFix at this point.

You will see a pop-up:

o*fix
PSTN
Group Name: pstn-simulator
Ports: Li0(bf4S0) |Lil{bf4FXS)
Port1 b
Port 2
Port3
Port 4
ChanSel: standard =]
ChanSel direction: ascending =]
Tones: el =
Interdigit timeout: 3
!rl!e_ rdigit timeout 15
initial:
Overlap Dialing:
QSIG support:
Link Down behaviour:  PullLink Up (2s) =]
more...

Save Close

beroNet i

You need only to enable port 1 and give this group a name (pstn-simulator
here).



After you have clicked “save” you will be redirected to the ISDN group list and
it should look like:

*fix —

ISDN BRI CONFIGURATION
- o

Group Ports
pstn-simulator 1 a2 @
Add

beroNet i

You do the same with the analog port. PSTN->Analog FXS, click Add and put
port 1 into the group which needs to be named:

PSTN
Group Name: pstn-fon
Ports: Li0(bf450) |Lil(bfAFXS)
Portl &
Paort 2
Port 3
Port 4
Interdigit timeout 15
initial:
Interdigit timeout: 3
Overlap Dialing:
Tones: el 5
CLIP:
CNIP:
more...
54 Close
P i Save your modified settings i
beroNet s




After clicking “save” the analog port list looks like:

*ﬁx Languages: Sf= H

ANALOG FXS CONFIGURATION
- pomi:

Group Ports
pstn-fon 1 4 @
Add

beroNet i

The next and final step is to configure the routing between the analog port and
the ISDN port.

4.3 Routing
The routing is configured in the “Dialplan”.

*fix Languages: Sj= HE
DIALPLAN
Direction: an =| Search: Entries per page: 15 =]
Direction From ID ToID | Destination | New destination|  Source New source | Position
Add
Pages:

beroNet s

Click on “Add” to create a new rule:



*fix

DIALPLAN
From direction: 1SDN =] To direction: ANALOG =]
Erom ID: g:pstnsimulator 5] | To ID: g:pstn-fon =
Destination: New destination:
Source: New source:
Comments:
Activ: ¥
First position:

Save Close
&1 Save this dialpan settings.

beroNet s

As “From Direction” choose ISDN and as “From Id” choose the ISDN group
PSTN-Simulator which we earlier created. As “To Direction” choose analog and
as “To ID” choose PSTN-Fon, the analog group that we previously created.
Leave the rest blank, beroFix will fill in proper defaults.

In the next chapter, the dialplan will be explained in detail.

Next we setup a second dialplan rule from analog to ISDN, so just the same
settings but opposite in terms of From and To.

*fix

DIALPLAN
From direction: ANALOG [5] To direction: IsoN - =l
From ID: g:pstr-fon =] To ID: g:pstn-simulator =
Destination: New destination:
Source: New source:
Comments:
Activ: ™}
First position:
5 Close

i Save this dialpan settings.i

beroNet 3

HE




Finally the dialplan rule list should look like:

*ﬁx Languages: == Hl
Direction: an | Search: Entries per page: 15 [~
Direction From ID To ID Destination |New destination Source New source Position
isdn-analog g:pstn-simulato... g:pstn-fon (] 1 (] 1 ml = 2H ez
analog-isdn g:pstn-fon g:pstn-simulato... )] 1 () 1 mz = L: [J @F
Add
Pages: 1

beroNet 3

Everything which is dialed at the analog phone goes to the ISDN port, and
everything coming from the ISDN port goes to the ISDN phone. This gives us a
nicely usable test PSTN network.



5 PBX Device Configuration with Asterisk

This chapter describes how the PBX device is configured together with an
Asterisk based PBX. It also shortly describes an Asterisk sample configuration
which you can use for testing and for the partner approval process.

When you want to use beroFix together with a 3CX PBX then skip this chapter
and go directly to chapter 6.

5.1 Asterisk Setup

The Asterisk PBX must be pre-installed on your PBX Machine. Since beroFix is a
SIP Gateway you need to add a SIP Peer for beroFix in the sip.conf, just add the
following code to your /etc/asterisk/sip.conf:

[berofix]
type=friend
username=test
secret=test
fromuser=test
context=inbound
host=dynamic
qualify=yes

As next step you need to define what happens with calls coming from beroFix
in your /etc/asterisk/extensions.conf:

[inbound]

exten => X.,1,Playback(demo-congrats)
[outbound]

exten => 0X.,1,Dial(SIP/${EXTEN:1}@test)

The [inbound] context, is the one where calls coming from beroFix are
processed. In this sample setup the inbound call will be accepted and the demo
audio file “demo-congrats” will be played back.

There is also an [outbound] context which can be used to call out on the
berofix device. You can include this context in a SIP test phone, or you can use
the “originate” CLI comand from Asterisk to create an outbound test call with
the command line:

gollumng*CLI> originate Local/0123@outbound application playback
demo-congrats

This command will send out a call on beroFix and will connect the Playback
application to this call, w


mailto:1%7D@test

5.2 Easy Configuration Wizard

For the initial configuration of the PBX Device we can use the “Easy
Configuration Wizard”. It generates a simple configuration for beroFix which
helps to understand how beroFix works.

After logging in, we directly click on the “Easy Configuration Wizard” button.

Languages: S HE

*fix

Easy Configuration wiandL

[ Registration status: |
| Account name Registrar | User Status |

System log
ed Dec 31 17:15:01 MST 1969] DAEMON: service beroAvahi is not running -
ed Dec 31 17:15:02 MST 1969] DAEMON: service watchdog-service is running
led Dec 31 17:15:02 MST 1969] DAEMON: service netconfigserver is running
led Dec 31 17:15:02 MST 1969] NETWORK: Configuration IP: 172.20.29.101/255.255.0.0 GW: 172.20.0.1 DNS:172.200.1
ed Dec 31 17:15:03 MST 1969] NETWORK: result of ping to gateway (172.20.0.1): Success
ed Dec 31 17:15:03 MST 1969] NETWORK: result of ping to nameserver (172.20.0.1): Success
ed Dec 31 17:15:03 MST 1969] NETWORK: result of resolving beronet.com: Success
led Dec 31 17:15:03 MST 1969] NETWORK: result of ping to beronet.com: Success
ed Dec 31 17:15:04 MST 1969] MAIL: POP3 host, user and/or password empty, not testing POP3 functionality.

ed Dec 31 17:15:05 MST 1969] MAIL: SMTP host, user and/or password empty, not testing SMTP functionality.

ed Dec 31 17:15:05 MST 1969
led Dec 31 17:15:07 MST 1969
ed Dec 31 17:15:07 MST 1969
ed Dec 31 17:15:08 MST 1969

SIP: LISTING REGISTRATIONS
PORT: LISTING ISDN STATE
PORT: LISTING ANALOG STATE
PORT: LISTING GSM STATE

We choose the Gateway Scenario on the first wizard page:

*fix

Easy Configuration Wizard

After ending of this wizard the system will be restarted.
Scenarios:

® Gateway VolP

PBX

Test scenario ‘@‘,

oo




Next we choose BRI as external PSTN Group, then we give this group a name
and put port 1 into the group:

Easy Configuration Wizard

After ending of this wizard the system will be restarted.

PSTN-Network-Group (TE-Ports)
@ BRy

FXS
Group Name: pstn

Ports:

Li0(bf2S02FXS)[Li1()

Portl &

Port 2

NEX

beroNet 3ii

Then we configure a SIP account, with the account name, server IP address,
username and secret:

*fix

Easy Configuration Wizard
After ending of this wizard the system will be restarted.

Sip configuration

Name: asterisk
Server Address: 172.20.70.31
User: test
Secret: test

i
NEXT

beroNet 3

Finally we click finish:



Easy Configuration Wizard

After ending of this wizard the system will be restarted.

Sip Entry:

Name: asterisk

Server Address: 172.20.70.31
User: test

Secret: test

Register: 0

PSTN Entry:

Group Name: psin
Ports: 1

Dialplan Entries:
From direction: sip
To direction: isdn
From ID: p:asterisk
To ID: g:pstn
Destination: (.*)
New destination: \1
Source: (%)

New source: \1

From direction: isdn
To direction: sip
From ID: g:pstn

To ID: piasterisk
Destination: (.*)
New destination: \1
Source: (%)

New source: \1

F

beroNet 3

beroFix will reboot now.

The wizard generates the SIP account, the ISDN group and a set of dialplan
rules for inbound and outbound calls (SIP->ISDN and ISDN->SIP).

5.3 FAX Setup

The PBX beroFix should be capable of routing calls to the Fax Extensions to the
local FXS port and calls coming from the FXS port directly to the PSTN group.
So we must add an analog group for the Fax port (we use an analog phone as
Fax simulator to make this example easier to test).



First of all we add an analog group in PSTN->Analog FXS (don't forget to enable
pop-ups).

*ﬁx Languages: Si=

ANALOG FXS CONFIGURATION
- o

| Group | Ports | |

Adi

——————
| Add new ANALOG Group.

beroNet 3

We give this group a name (fax in this case) and we put port 1 into the group:

*fix

PSTN
Group Name: fax
Ports: Lid(bf2S02FXS)[Lil()
Port1 b
Port 2
Interdigit timeourt 15
initial:

Interdigit timeout: 3

Overlap Dialing:

Tones: el =l
CLIP:

CNIP:
more...

Sqye Close
1}1 Save your modified settings




After clicking save, you can see the new analog group in the analog group list:

*ﬁx Languages: Ejgi I

ANALOG FXS CONFIGURATION
- romys

Group Ports
fax 1 =]

Add

beroNet

Note, that this time we have only an orange activate button.
Now we need to configure the Fax Call Routing.

5.4 Fax Routing

The Fax Call Routing must be configured in the Dialplan. There we just add a
new rule to the existing two rules which looks like:

DIALPLAN
From direction: ISDN [+ To direction: ANALOG =]
From ID: gpstn = To ID: ofax 5
Destination: (119]129) MNew destination:
Source: New source:
Comments:
Activ: of)
First position: (&

Save Close

beroNet i

We need an inbound rule coming from ISDN, so the From Direction is ISDN and
we use the From ID “pstn”, the name of the PSTN Group. Now we use the
Destination field to tell beroFix that this rule only applies when either the
number 119 or the number 129 is dialed. In this examples these numbers are
both the Fax extensions.

Then this calls should be routed to analog, to the Fax Group. Make sure to set



the First-Position flag because the Dialplan's priority works from up to down like
in a Firewall (first rule matches first).

Next we need also an outbound rule:

*fix
DIALPLAN
From direction:  ANALOG 5] To direction: ISoN =]
From ID: gfax [ TolD: gpsin 7]
Destination: 0(.*) New destination: \1
Source: New source:
Comments:
Activ: ofl
First position: [ h‘
Save Close
beroNet 3

Since we normally want that the clients prefix their dialed numbers with a 0
and we want them to have the same experience on the Fax Machine, we must
skip the preceding 0.

This rule goes from analog (group Fax) to ISDN (Group PSTN), the destination is
0(.*)

It means that this rule only applies when anything is called that begins with a
0. The Destination and the Source Field uses regular expressions for matching
certain numbers. A .* means any number, everything what is outside of the
round braces () will not be used as NewDestination. So when somebody dials
0123 it goes into the Destination, the 0 is stripped of and 123 will be the
NewDestination which goes out via ISDN.

Put this rule also at the first position by enabling the “First position” flag.



The dialplan of the PBX beroFix should now look like:

*ﬁx Languages: Si=
Direction: al =] Search: Entries per page: 15

Direction From ID To ID Destination |New destination Source New source
analog-isdn g:fax g:pstn o) 1 (] 1 B e s
isdn-analog g:pstn g:fax (119]129) 1 (Ay] 1 B e’

sip-isdn p:asterisk g:pstn (] 1 (Ay] AL L:II:J @r

isdn-sip g:pstn p:asterisk (&) 1 () u 2 @ #

Add
Pages: 1

beroNet i

The first two rules are for the Fax handling. And the second two rules are for
the ISDN->SIP and SIP->ISDN Routing.

Note that there are 2 conflicting rules coming from ISDN. Rule 2 and rule 4.
Since rule 2 is more explicit (only the 2 extensions 119 and 129) and rule 4 is

more generic (.* = everything), rule 2 must be higher in the dialplan.




5.5 SIP Configuration

Some PBX require that you register at the PBX. You can do that with beroFix by
enabling the Register flag in the SIP Account for this PBX. The “Easy
Configuration Wizard” doesn't registers by default, so you need to modify this
at SIP->SIP:

SIP
Name: asterisk
Server Address: 172.20.70.31
User: test
Secret: test
Register: ]

Registration intervall: &0
Register option: validate [

Hard reregister:

maore...

Sa Close
& i Save this SIP settings. i

Here you simply need to enable the Register flag and provide a Registration
Interval (300 is an adequate value).



6 PBX Device Configuration with 3CX

The configuration process starts by adding a PSTN Gateway to 3CX. The 3CX
Wizard guides you through this process and finally gives you the option to
configure beroFix with the 3CX Wizard. The complete configuration of the PBX
beroFix can be done via the 3CX Wizard in beroFix.

6.1 Add a PSTN Gateway to 3CX

The first step is to click on PSTN Gateways with the right mouse click and
choose add PSTN Gateway. You will get a screen where you can define a name
and choose a manufacturer:

PSTH-Gateway hinzufligen

Mame IBemNeﬂ @
Hersteller IBeroNet j @
odel Ibero“fi:-t BRI (400/1600/5400) j (7]
Bezchreibung BeroMet bero®fis BRI [400/1600/6400] 4 or 8 Ports

URL #H httpewnan, beronet. com

‘eitere unkerskitzke Gakeways finden Sie hier:  hitp:/fwiki 3w, com/gateway-configuration, e dor-supported

choose the Name “beroNet” and the manufacturer beroNet.
Click on Next and provide the IP address of your PBX beroFix device:

Yol PG ateway
Hostname oder IP-Adiesze |1D.1?2.EI.2121 @
Port [Standard:; BOED) |5IJEEI @
Part-tnzahl |1 @
Typ [eri =] ©
Anzahl der K.anale |2 Part |2 @

Click on next and change the password to 10000 to keep things simple:
%4 Ports erstellen

Die falgenden Paits werden sul dei Seite _Poils erslellen” eingenchtel Viae dei Eistelling kionnen Sie de Poit-Kernung und Authenlifiseningsenstel
Identfierung diert. Die Jnteire Nummes™ wird von der 307 [P-T elelonaniage zum Ansprechen des mit dem YVolP-Gateway-Poit verbundenen Leibung
sollte sich daher von dem der Nebenstellennummen unberscheaden. Abhangig von der Uhrzeit des Armiufeingangs innerhalb/aulethalh der Geschalts
weiden [eingehende Roule].

Augveahl entfemen l'h"lrrL.EleHeba’rsreile | Buthertifizienngs40 Butherdiizienungspassvort F.andle Poit-K entirg
u |10000 10000 10000 2 10000

Here you can also define if you want to have more than 2 channels, but leave it
at 2 for the moment.



The next step is that 3CX prompts you to create an outbound rule for beroFix:
PSTN-Gerite
¥ Erstellen Sie eine Regel, dber wekhe(n) PSTH-Port, YolP-Frovider oder Bridge ausgehende Snrufe getatigh werden sollen,

Algemen
Regelname |H|:g|,-.| fiit BeaM el bero™ix u

Diese Regel arwenden auf

Legen See fest, auf welche ausgehenden Anube deze Regel ancuwenden st

[.ﬁm-.rfe fLir Mummerr, die begireen ml [Prahx] ||]
Aniulfe von N ebenstelieln) |

© 0O

Annshe hur Hummern mit eines Lange von |
Calk from edlensian gioup Calect | i‘_‘}

Auizgehends Aniule durchhuhien ubes

Legen See bis zu 3 Aouken fur assgebende Annufe fest Die 2weste und dntte Roube denen alz Backup. Die 2weite und drkte Route

Zitem entfeinen Ziftean varanstelan
IEID‘I:HI:I bero’foc ﬂ 1 =

Route i

e

Just define, that beroFix can be reached with a preceding 0 and skip 1 digit, so
that the 0 is skipped.

In the next step 3CX shows you what it has configured, here you can click on
“Configure beroFix Gateway” and 3CX sends you to the 3CX wizard in beroFix.
beroFix will prompt you for a username:password (admin:admin).

Now you can configure beroFix with the 3CX Wizard:

3CX Wizard
PSTHN Cutgeing options
Select your external ISDN BRI lines. Awailable Ports Lil: sd 1 2
Are lines Point to Paint (PTP) or Paint to Multi Point (PMTR) 2 |[BTR. | % |
Forwich country should the tonset be configured ? [de] v |
Iz "CLIP Mo Screening” activated on the lines ¢ yes @ no
Is "Call Deflection Partion Rerouting” activated on the lines ? yes ®np

PSTHN to FXS Redirection {for example analog Fax devices)

Enter MSN/DID ta redirect tofrom FXS Port'’ |119 |

Enter MSMN/DID to redirect tofrom FXS Port2! | |

3CX options h
[P-Address of the 3CX Phone System machine: |172.20.70.21 |
Auth-I0 of the port created for gateway (eg 100007 |1CIDCICI |
AuthPassward of this port: esssse |

Save




First of all you need to define which ports you want to use, just choose port 1
from LifO. Leave the other settings at their defaults and add the number 119
as MSN/DID Fax redirection for port 1.

At the 3CX options you need to define the IP address of your PBX and use the

previously configured Auth ID and Auth Password (10000 and 10000).

After clicking “save” and “ok” you will be redirected to the Login Page of
beroFix. Before clicking on “Activate” we check the created Dialplan Rules by
going to “Dialplan”:

[

*fix Languages
anguages: B M
Direction: an =] Search: Entries per page: 15 =]

Direction From ID TelD Destination |New destination Source Mew source Position

isdn-analog 5 Group1 g FEs1 {119 4 %) 4 E! = LA ey
analog-isdn g FEs1 5 Group1 %) i %) 119 @2 = LA ey
isdn-sip 5 Group1 p:10000 %) 4 %) 4 E‘S = LA ey
sip-isdn 4:10000 5 Group1 CF() i %) 4 El = LA ey
sip-isdn d:10000 g Group ) W ) 4 E‘s = A er

Add

Pages: 1

The wizard generates a pair of rules (1 and 2) for the routing of the Fax calls,
groupl is the ISDN Group and FXS1 is the analog Fax group here. Note that
calls coming from ISDN (Groupl) will only go to FXS1 if the dialed number is

119.

The wizard also generates 3 rules for the SIP routing. Rule 3 is the Inbound
Rule, coming from ISDN (groupl) everything should go to 3CX (SIP Account
10000). The fourth rule is for Call-Forwarding which is not important now and
will be discussed separately. The last rule is for outbound calling from 3CX (SIP
account 10000) to ISDN (Groupl).



To reach the same configuration level like in chapter 5 we need to modify the
inbound Fax rule a little bit. So click on the modify icon of the first dialplan rule
and change the Destination from (119) to (119]129):

*fix

DIALPLARN

From direction: 150N To direction: AnaLOG [+
From ID: g:roupt 7] To ID; gFxs1 [
Destination: (119]128) Mew destination: 1
Source: (] Hew source: 8|
Comments:
Activ f]

Sawe Cloze

beroMNet 3

After clicking

“save” the dialpan list should now look like:

*fix Languages:
anguages: B
DIALPLAN
Direction: an =l Search: Entries per page: 15 =]
Direction From ID To ID Destination |New destination Source New source Position
isdn-analog g Groupl g FxS1 (1191125 41 ] 1 m1 = LA e
analog-isdn g FHE1 g:Groupt (] kil [ 112 mz ] e
isdn-sip o Groupl p: 10000 [ iy (] 1 ma ™ @ @
sip-isdn o: 10000 :Groupl CF(¥) Y1 (] 41 m“ = ” I:;I @
sip-isdn d: 10000 g:Group1 (] 1 (] 41 mﬁ = ” I:;I @

Now we can click activate and proceed with the test calls.

Add

Pages: 1

5.4 for more details on how the dialplan rules work.

Please read chapter



7 Test Calls

After everything is configured according to this documentation you should be
able to send out calls from your SIP PBX to the PBX beroFix via ISDN. These
calls should then go to the PSTN simulator where the analog phone should ring.

You should also be able to call from the analog phone on the PSTN simulator
via ISDN into your PBX berofix which should route these calls either to the SIP
PBX or to the Fax simulator.

7.1 Call into PBX Device

Use the analog phone on the PSTN simulator and dial 101, which should now
ring a phone in your SIP PBX.

7.2 Call out via PBX Device

Dial @ 0123 on your SIP PBX with a SIP phone which should go to the PBX
beroFix and from there to the PSTN simulator and should now ring the analog
phone.

7.3 Call our via Fax

Use the analog phone on the PBX berofix (FAX simulator) and dial 0321, which
should directly go to the PSTN simulator and ring the analog phone there.

7.4 Call into Fax

Dial one of the Fax extensions (119 and 129) on the PSTN simulator phone
which should be routed to the PBX Device and there directly to the analog
phone (Fax Simulator) and ring this phone.



8 Troubleshooting

There are several Logging and Status screens in beroFix that help you to
troubleshoot problems with the routing and the destination number and
callerids.

8.1 State Screen
If everything went well the state screen should now look like:

*fix S

STATE

ISDN status
Port [ Type [ Prot. [ L2Link [ LiLink [
1 | e | PTP | ) | ) | Restart

Analog status
Port | Type | Status | Line voltage
1 | FXS | FXS_IDLE | )

Registration status:

Account name | Registrar | User | Status
asterisk | 172.20.70.31 | test | [
e e e Systamii
ed Dec 31 17:00:46 MST 1968] PORT: LISTING GSM STATE 4

ed Dec 31 17:00:46 MST 1969] ISGW:
ed Dec 31 17:00:46 MST 1969] ISGW: Wed Dec 31 17:00:24 MST 1969

ed Dec 31 17:00:46 MST 1969] ISGW: Starting ISGW (appfs-2.2rc4 tar.gz)

ed Dec 31 17:00:46 MST 1969] ISGW: reading isgw config file: jusriconfiisgw.conf

ed Dec 31 17:00:46 MST 1969] ISGW: reading tdm settings from file: jusriconfiisgw.tdm
ed Dec 31 17:00:46 MST 1969] ISGW: using sip config: fusriconfisgw.sip

ed Dec 31 17:00:46 MST 1969] ISGW: using tone config: /usriconffisgw.tones

ed Dec 31 17:00:46 MST 1969] ISGW: using isdn config: /usriconfiisgw.isdn

ed Dec 31 17:00:46 MST 1969] ISGW: using analog config: jusriconfiisgw.analog

ed Dec 31 17:00:46 MST 1969] ISGW: using gsm config: /usriconfisgw.gsm

ed Dec 31 17:00:46 MST 1969] ISGW: set_multicast_address remove: 0 == bytes: 00:fb
ed Dec 31 17:00:46 MST 1969] ISGW: Added multicast mac 01:00:5e:00:00:f

The ISDN Status shows the L1 and the L2 Link of the configured (grouped) ISDN
ports. You should see a green L1 and L2 indicator when the PBX Device is
connected to the PSTN simulator.

The analog status shows that the port has powered up properly with a green
indicator.

The “Registration Status” should show a green lamp- indicator when beroFix
has successfully registered with the SIP PBX.

NOTE: When you hover over the L1 of the ISDN port, you will receive more
detailed information like the physical link switches and the CRC errors for this
port.



8.2 Channel State

The Channel State gives you an overview of the currently running calls. You
can reach the channel state via Management->Channel State. You can create a
SIP to ISDN call like in chapter 7.2 and then you can reload the channel state
page, which should now look like:

*fix Languages: == B

ACTIVE CHANNELS

ACTIVE CHANNELS
Direction [Port [channel [pAD [oAD [call Type
SIP —= ISDN [1 [ [123 \ [oice
Total Calls:1

beroNet i

Make a screen shot of this channel state screen.

8.3 Create Dialplan Debug

The next step in troubleshooting is the Dialplan Debug. It can be enabled under
Management->Dialplan Debug.

Simply click on “Start Dialplan Debugging”:

*fix —

DIALPLAN DEBUG

Debug Dialplan
Status: | [
Start dialplan dehquing

|oar |
™| start dialplan debugging

beroNet i

Now a PopUp opens, which displays a live call log.

For the Partner Approval you need to do the test calls from chapter 7 and
create screen shots of the dialplan debug output. Make sure to always stop and
restart the dialplan debug for every test.



The Dialplan Debug for 7.1 looks like:

*fix

DIALPLAN DEBUG
State: ON

Reload Clear Stop

| DISCONNECT]|INDICATION: port=1, channel=1, dad=111, oad=, cause=16 (Normal call clearing)
| CONNECT|REQUEST: port=1, channel=1, dad=111, oad=

D INCOMING port:1, channel: 1 src: dest:111 - OUTGOING src:™ dest.™
I SETUP|IMDICATION: port=1, channel=1, dad=111, cad=

beroNet :ii

7.2 gives you this Dialplan Debug:

*fix

DIALPLAN DEBUG
State: ON

Relad Clear Stop

| DISCONNECT[INDICATION: port=1, channel=1, dad=123, oad=, cause=16 (Normal call clearing)
| CONNECT]INDICATION: port=1, channel=1, dad=123, oad=

| SETUP|REQUEST: port=1, channel=0, dad=123, nad=

D INCOMING srcitest dest:123 - OUTGOING srcasterisk dest:123

beroNet 3




The Test 7.3 shows the following Dialplan Debug log:

*fix

DIALPLAN DEBUG
State: ON

Reload Clear Stop

AANALOG_EVENT_IDLE|INDICATION: port=1

| DISCOMNECT[INDICATION: port=1, channel=1, dad=123, oad=, cause=16 (Normal call clearing)

A OFFHOOK|REQUEST: port=1

| CONNECT]INDICATION: port=1, channel=1, dad=123, oad=

| BRIDGE|[REQUEST: ISDNIANALOG ports=1/1, channels=1/1, dads=123/0123, cads=/

| SETUP|REQUEST: port=1, channel=0, dad=123, oad=

D INCOMING src: destISDNZUISDNO0001c48a6016123 - QUTGOING src: dest:123 h’

A ANALOG_EVENT_OFFHOOK|INDICATION: port=1

beroNet

L




The result of the test 7.4 is:

*fix

DIALPLAN DEBUG
State: ON

Reload Clear Stop

AANALOG_EVENT_IDLE|INDICATION: port=1

| DISCONNECT|INDICATION: port=1, channel=1, dad=129, oad=, cause=16 (Normal call clearing)
I CONNECT|REQUEST: port=1, channel=1, dad=129, oad=

| BRIDGE|REQUEST: ISDNIANALOG ports=1/1, channels=1/1, dads=129/129, oads=/
AANALOG_EVENT_OFFHOOK[INDICATION: port=1

A RINGING|REQUEST: port=1

D INCOMING src: destISDNZUISDNO0001c21a3a09129 - OUTGOING src: dest129

D INCOMING port:1, channel: 1 src: dest:129 -- OUTGOING src:™ dest.™
I SETUP|INDICATION: port=1, channel=1, dad=129, oad=

I RELEASE|INDICATION: port=1, channel=1, dad=119, oad=, cause=16 (Normal call clearing)
| DISCONNECT|REQUEST: port=1, channel=1, dad=119, oad=, out_cause=16 (Normal call clearing)

AANALOG_EVENT_IDLE[INDICATION: port=1

I CONNECT|REQUEST: port=1, channel=1, dad=119, oad=

| BRIDGE|REQUEST: ISDNIANALOG parts=1/1, channels=1/1, dads=119/119, oads=/
AANALOG_EVENT_OFFHOOK|INDICATION: port=1

ARINGING|REQUEST: port=1

D INCOMING src: destISDNZUISDNO0001c21a3a09119 - OUTGOING src: dest119

D INCOMING port:1, channel: 1 src: dest:119 — QUTGOING src:™ dest™
| SETUP|INDICATION: port=1, channel=1, dad=119, oad=

beroNet

NOTE: This dialplan debug log contains 2 Calls, on the 119 and on the 129.



8.4 Create Fulltrace

The most detailed analyzing tool is the fulltrace, which can be found at
‘Management->Fulltrace'.

*fix F—

FULL TRACE

Full Trace

ISDN Paorts SIP ANALOG
& enable
Check all & sip sign
M1 M2 Sip Audio

™ enable

beroNet 3

The fulltrace is started like the dialplan debug, but it does not create a live log.
Instead it stores a trace and after you have clicked on the button 'Stop', it
creates a debug file which can be downloaded. This debug file contains three
important items:

1. a trace of the PSTN side
2. atrace of the SIP side
3. the complete configuration of the beroFix device
These traces and configurations can help us resolving your issue quickly.

You might want to look at the fulltrace yourself to understand what's
happening. The most important file in the fulltrace is the “tcpDump” file, which
can be opened with wireshark.

The fulltrace package is a gzipped tarball. Under Linux it can be opened
directly, using tar or one of its frontends (file-roller, etc.). If you're using
Windows, a tool like 7zip or winrar is needed to open this file.



The contents of this package is shown below:

2 @ ® DebugFiles.tar.gz [schreibgeschiitzt]

Datei Bearbeiten Ansicht Hilfe

| & |jggOffren v I’_‘TH}Entpacken

@ ot: &/

Name v Grike Typ Anderungsdatum
J-‘ usr .?3,3 KB Ordner

-| analog_debug.log 143,8 KB Anwendung... 01. Januar 1970, 03:23
-| debug.txt 17,0 KB Einfaches T... | 01. Januar 1970, 03:22
| fulltrace-info.txt 14,2 KB Einfaches T... | 01. Januar 1970, 03:23
= | 1SDNdebug-1 764 Bytes Unbekannt 01. Januar 1970, 03:23
i_;, ISDNdebug-2 6 Bytes Unbekannt 01. Januar 1970, 03:23
= | isgw.infol 720 Bytes Unbekannt 01. Januar 1970, 03:23
= | isgw.info2 720 Bytes Unbekannt 01. Januar 1970, 03:22
= | isgw.log.1 151,7 KB Unbekannt 01. Januar 1970, 03:22
i_;, isgw.log.2 700 Bytes Unbekannt 01. Januar 1970, 01:03
w | 11_stats 88 Bytes Unbekannt 01. Januar 1970, 03:23
| 12_stats 0 Bytes Unbekannt 01. Januar 1970, 03:23
sofia.log 17,3 KB Anwendung... 01. Januar 1970, 02:24
-| system.log 23,1KB Anwendung... 01. Januar 1970, 03:15
.. tcpDump I | 14,6 KB | Unbekannt | 01. Januar 1970, 03:23

tcpDump.lo 24 Bytes Unbekannt 01. Januar 1970, 03:23



By opening the file 'tcpDump' with wireshark, you will see all SIP packets:

File Edit View Go Capture Analyze Stati elephony Tools Help

B @ e wExcE e+ TEEE a2 afl FEEX @
w\ uE_xgrssion... ww

No. . Time Source Destination Protocol  Info
| 1 0.000000 172.26.70.31 172.20,29.101 SIP/SDP Request: INVITE sip:123@172.20.29.101, with session description
2 0.000116 172.26.29.101 172.260136.31 SIP Status: 186 Trying
3 0.223004 172.26.29.101 172.20.70.31 SIP/SDP Status: 183 PROCEEDING, with session description
4 0.256207 172.20.29.101 172.20.70.31 SIP Status: 180 KLINGELING
5 2.039748 172.20.29.101 172.20.70.31 SIP/SDP Status: 200 OK, with session description
6 2.040493 172.26.70.31 172.20.29.101 SIP Request: ACK sip:test@172.20.29.101;transport=udp
7 5.188637 172.28.29.101 172.20.70.31 SIP Request: BYE sip:test@172.20.76.31
8 5.189400 172.26.76.31 172.20.29.101 SIP Status: 200 0K
9 11.841888 172.20.29.161 172.20.70.31 SIP/SDP Request: INVITE sip:111@172.20.70.31, with session description
10 11.843545 172.20.70.31 172.20.29.101 SIP Status: 401 Unauthorized
11 11.846466 172.268.29.101 172.20.70.31 SIP Request: ACK sip:111@172.20.70.31
12 11.883141 172.28.29.101 172.20.70.31 SIP/SDP Request: INVITE sip:111@172.20.70.31, with session description
13 11.884698 172.28.70.31 172.20.29.101 SIP Status: 1080 Trying
14 11.884724 172.20.76.31 172.20.29.101 SIP/SDP Status: 200 OK, with session description v
+ Frame 1 (849 bytes on wire, 849 bytes captured)
+ Ethernet II, Src: AsustekC_9e:d9:d2 (00:13:d4:9e:d9:d2), Dst: d8:df:0d:00:06:60 (d8:df:0d:00:06:60)
+ Internet Protocol, Src: 172.20.70.31 (172.20.70.31), Dst: 172.20.29.101 (172.20.29.101)
+ User Datagram Protocol, Src Port: sip (5668), Dst Port: sip (5060)
+ Session Initiation Protocol

0000 d8 df 6d 60 86 66 60 13 d4 9e d9I d2 68 €0 45 0
0018 ©3 43 0b 93 00 60 40 11 b@ 6a ac 14 46 1f ac 14
0020 1d 65 13 c4 13 c4 83 2f 4b 31 49 4e 56 49 54 45 . / K1INVITE
0830 20 73 69 70 3a 31 32 33 40 31 37 32 2e 32 30 2e sip:123 @172.20.
0040 32 39 2e 31 30 31 20 53 49 50 2f 32 2e 30 @d @a 29.101 S IP/2.0..
0050 56 69 61 3a 20 53 49 50 2f 32 2e 30 2f 55 44 50  Via: SIP /2.9/UDP
0060 20 31 37 32 2e 32 30 2e 37 30 2e 33 31 3a 35 30 172.20. 70.31:50
0070 36 30 3b 62 72 61 6e 63 68 3d 7a 39 68 47 34 62 60;branc h=z9hG4b -

O File: "/homejcrich/.cache/.fr5L40L7/... Packets: 23 Displayed: 23 Marked: 0 Profile: Default

E

There is a very nice Feature of wireshark, that helps you to keep an overview of
all the signaling, just go to “Telephony->VolP Calls” and wireshark generates a
list of calls:

8 & @ tcpDump - VoIP Calls

Detected 2 VoIP Calls. Selected 2 Calls.

start TimeStop Timdnitial Speaker From To Protocol Packets State Comments
5.189 172.20.70.31 sip:test@172.20.70. sip:123@172.20.29. SIP 8 COMPLET
11.841 16.082 172.20.29.1( sip:test@172.20.70. sip:111@172.20.70.. SIP 9 COMPLET

N

Total: Calls: 2 Start packets: 0 Completed calls: 2 Rejected calls: 1




Now you can select some of those calls and click on Graph. Then a diagram of
all SIP packets will be shown:

2 © @ tcpDump - Graph Analysis

Time 172.20.70.31 Comment -
172.20.29.101
SIP From: sip:test@172.20.70.34 Tu:aip:iﬂJ
SIP Status
0,223 SIP Status
0,256 SIP Status
2,040 SIP Status
SIP Request
5,189 S|P Request
5,189 SIP Status
11,842 SIP From: sip:test@172.20.70.3 Tomsip:A14a
11,844 SIP Status
11,846 S|P Request
11,883 SIP From: sip-est@172.20.70.31 Tosip:11d
11,885 SIP Status
11,885 SIP Status
11,898 S|P Request
16,081 SIP Request
16,083 SIP Status |
| | | 2
__SchlieBen |

You need to create a fulltrace with at least one inbound (chapter 7.1)and one
outbound (chapter 7.2) call for the partner approval.

9 beroCloud

Now you need to register your beroFix to the beroCloud, to upload its
configuration of your PBX beroFix into your beroCloud account.

9.1 Initial Setup
After you've received your initial login-credentials, you can go to the URL
http://berocloud.beronet.com/

to login.

The landing page is the Dashboard which gives you an overview of all the cloud
items. Here you can see the location of your devices in a map, get a list of the
five recently managed beroFixes, See your configurations, firmwares and
projects. The Dashboard can be customized by dragging and dropping items in
it.


http://berocloud.beronet.com/

The first thing you should do is:
1. change your password
2. add your locations

To change your password, go to Settings->My Account:

Home  Devices  Customerzs  Projects Settings

fly Account
| A

Leaged it piy Company
Logout
Then click on update user:
View Lsers #36
Home .0 rgau egtion 2Oy Logged in as ‘sp007
|dusers 26 Dperations
To organization
Usernane =p0O7
Update User
fotive ] Delete Usk
First marme Mot et
Lazt name Mot set
Organization Salution Prowider 007
Tel nfa
Fax nia
Mail nia

Uszer role warfdmin



The form displayed lets you change your password and other user-specific
information. To save your changes, click the 'Save' at the bottom of this form.

Update User spO07

Home .0 rqa frtion £p0 ° Lipds

Fields with * are mequied.

Unamamea * Fareuord

kpo07 |

Aritnama Lartnama

notive Unar Raola

V] |"-.-"a radrmin =
Contactinfermation

Tal Fat

Emall

Cancel Sav%

beroFix devices must be registered at the beroCloud. They need to be assigned
to locations, so first thing to do is to add locations of your company.

You can create a location at Settings->My Company:

Home  Devices Customerz  Projectz Settings

My Account

Logged iI By Cumpan&

Loggonst

Click on "Create Location" to add a new location:
View Organization SolutionProvider 007

Home "0 ngas ations 5 Salution P roukds r 007 Logged in as 'spO07
Farent bero Met Operations
List Organization
Marne Solution Provider 007

Create Customer
Device register kay Update Organization
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Fax nia Create Locati
Mail i Create Lser &

Organization role war

Tel nig
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And here you can fill in your details and finally click save.
Create Location

Home "G agiome G regi boation Logged in as “spO07
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Tal Fat
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Now you're able to register beroFix devices to your cloud account.

9.2 Register PBX Device @ Cloud
The beroFix registration procedure consists of four steps:

1. get your company device key

2. use the device key to register your card using the beroFix GUI

3. get your beroFix beroCloud key

4. use the beroCloud key in the beroFix GUI to attach it to the cloud

The company device key can be retrieved from 'Settings->My Company' in the
cloud. To generate a new company device key, you need to navigate to
'Update Organization', click the button labeled 'Generate New Key' and save.
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fly Account
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Afterwards you should open the beroFix GUI and navigate to 'Management-
>Remote Management'. There you can enter the company device key and
register your device by clicking the button 'Register".

Device register Key: | 41 4e0855a826600]
Hegisterh

53

The registration process might take a while, but after the device has been
registered successfully, a notification will inform you.

Dizlplan FSTH + ardwware FPreferences + |[ICEESEREREN T R

A guery of vour device was registered and will be executed Device was registered. Move you can uze it in your beroCloud Account!

I P |

Now you'll have to switch back to the beroCloud, where you will find your
freshly registered device under 'Device->Device List'. It is easily identified, as it
is marked with a gray circle.

Click on the 'Update Device' icon. Then you can generate a key for your beroFix
by clicking on “Generate Device Key". You can also give this device a name if
you like.

After you have clicked "Save" you will see the Device overview where you can
find the cloud key for this specific device.

Back in the beroFix GUI (Management->Remote Management) you can fill in
the beroFix cloud key into the input field and then enable the "Enable Cloud"
checkbox.

That's it! Your beroFix device is now connected to the Cloud.



9.3 Backup configuration to beroCloud

You can instantly generate a single backup with the "Backup Config" Task. The
backup will appear in the list of backup in the view 'Device Details', after the
task has been completed.

To create a backup, go to the Device Details View, and click on “Task
Scheduler”:
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Enable 'backupConfig' in the 'Task Scheduler’, click then on the calendar and
click on “Now”. To start the backup, click on 'Save':

el
beroCloud ##

Manage task scheduler (000844-pbx-bf)

Home ' Dewvices ' Task scheduler

updateFw 10.01.2012 10:27:06 | 2.2rc4 =]

reboot 10.01.2012 10:27:06
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updateConfig 10,01.2012 10:27:06 [test =]
| backupConfig |1 0.01.2012 10:27:.06

Query 10.01.2012 10:27:06

updateAP 10.01.2012 10:27:06

createTunnel [10.01.2012 10:27:06 e cess rastrictionsl

Regular backup | daily j

Cancel Sa\ts

The backup process takes a few minutes. When completed, the backup should
appear in the 'BackupList' under 'Device Details'.



10 Partner Approval Process

The partner approval process is finished after you have completed this tutorial,
sent us the traces created in chapter 7 and 8 and uploaded a Backup of the
configuration of the PBX beroFix to the beroCloud as described in chapter 9.

The zipped traces can be sent to training@beronet.com.

To receive help while completing this tutorial, but also for questions that might
come up later, you can always contact the beroNet Support-Team via
support@beronet.com or call our support hotline.

Further documentation can be found at http://wiki.beronet.com/



http://wiki.beronet.com/
http://wiki.beronet.com/
mailto:support@beronet.com
mailto:training@beronet.com

	1 Hardware
	1.1 Contents of Starter Pack
	1.2 How to add Modules
	1.2.1 Open the Gateway
	1.2.2 Add Modules


	2 Test Scenario
	2.1 PSTN Simulator
	2.2 PBX beroFix
	2.3 Setup

	3 beroFix Basic Setup
	3.1 Network Setup (bfdetect)
	3.2 GUI Overview

	4 PSTN Simulator Configuration
	4.1 Hardware Setup
	4.2 PSTN Group Setup
	4.3 Routing

	5 PBX Device Configuration with Asterisk
	5.1 Asterisk Setup
	5.2 Easy Configuration Wizard
	5.3 FAX Setup
	5.4 Fax Routing
	5.5 SIP Configuration

	6 PBX Device Configuration with 3CX
	6.1 Add a PSTN Gateway to 3CX

	7 Test Calls
	7.1 Call into PBX Device
	7.2 Call out via PBX Device
	7.3 Call our via Fax
	7.4 Call into Fax

	8 Troubleshooting
	8.1 State Screen
	8.2 Channel State
	8.3 Create Dialplan Debug
	8.4 Create Fulltrace

	9 beroCloud
	9.1 Initial Setup
	9.2 Register PBX Device @ Cloud
	9.3 Backup configuration to beroCloud

	10 Partner Approval Process

